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¢ [IpocTtas obnadHas - yCTpoOMCTBO NnepegaeT AaHHble B 00M1ako U TaM JaHHble
XpaHAaATcAa n obpabaTbiBalOTCS
¢ [lpoaoBuHyTasqa - ¢ UCMosib3oBaHME rpaHUYHbIX BbluncrieHnn (Edge)

<
57 Kakue bbiBalOT apXUTEKTYPbI?
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INTERNET
CLOUD

Big Data processing
Business Logic
Data Warehousing

EDGE

LAN/WAN

Realtime data processing
At source/on premises
data visualization
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¢ Frontend - KnNMeHTCKas CTOPOHA MoNb30BaTENLCKOro MHTepdenca

¢ Backend - cepBepHas 4yacTb, KOTopasi OTBeYaeT 3a OCyLLeCTBEeHNE

%T OCHOBHBbIE YacTu OO0 apXUTEKTYPBI
/

dYHKLUMOHUPOBAHNSA BHYTPEHHEN YacTu BebO-canTa
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Frontend — Bce, 4TO Dpay3ep MOXET YnTaTb, BbIBOAUTb HA 9KpaH n
b 3anyckatb. To ectb 910 HTML, CSS 1 JavaScript.
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- JavaScript (4acTto npocTo JS) — 3TO NErkoBeCHbIN,

@ OVHAMWUYECKUN, ODOBEKTHO-OPUEHTUPOBAHHbLIN A3bIK C

' dbyHKUMAMM NnepBoro krnacca. Hanbonee wnpokoe
NMPUMEHEHMEe HaxXoaNUT KaK A3blK cLieHapueB Beb-CTpaHuL,.

TypeScript — a3bIK NporpaMMmnpoBaHngd, NpeacTaBneHHbIN
_ Microsoft B 2012 rogy 1 no3amMuUNMOHNPYEMBIN Kak CpeacTBO
O pa3paboTKn BEO-NMPUNOXeHnn, pacumpsitoliee BO3MOXHOCTH
JavaScript



https://developer.mozilla.org/ru/docs/Glossary/First-class_Function
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Backend cocTouUT 13 4eTbipex OCHOBHbIX YacTeun.

1. CepBep anga npuema gaHHbIX OT YCTPOMUCTB

2. basa gaHHbIX onsg XpaHeHunsa nHgopmauun

3. Cuctema obmeHa coobLyeHnsaImMu

4. Cepsuc ob6paboTkm gaHHbIX (BU3HEC NorrMKa NPUNOXeHus)
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Backend. CepBep anga npmema gaHHbIX OT YCTPOUCTB
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OCHOBHbIE NMPOTOKOJIbI:

¢ MQTT - npoTOKOM KOTOpbIN CTan craHgapTtoM Ansa B3ammopencteud. Kcnonb3dyetca angd
oOLLEeHNA Mexay YMHbIMU YCTPOUCTBaAMN, MyTEM NEPECHISTKN COOBLLEHN O CBOEM COCTOSHUN.
& COAP - Constrained Application Protocol Xopowio noaxoanT anga yCTPOUCTB C OrpaHNYeHHbIMMA

pecypcamMn Takux Kak MUKpokoHTponnepbl 1 ap. CoAP paspabaTbeiBancs no obpasy n nogoduto

/\j CBOEro npeglwecrteseHHWKa, npotokona HTTP, HO ¢ OONONHUTENbHbIMU

ynydweHnamu. B otnnyme ot npotokosia HTTP, KOTopbIn 9BNAETCA TEKCTOBbIM U UCMOSIb3YyeT

! TCP, CoAP — 9T0 OMHapHbIM NPOTOKOSM, KOTOpbIM paboTtaeT noBepx UDP, 4yTo 3HaA4MTENbHO

domnyamu

YMeHbLLAeT o0LmM pa3mep nepeaaBaeMblX AaHHbIX 1 NOBbILLAET MMOKOCTb B3aMOAENCTBUS.


http://proiot.ru/blog/posts/2017/10/09/setevoe-programmirovanie-tcp-http-server/
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jgj CpaBHeHMe npoTokonoB nepenayn gaHHbix MQTT vs CoAP

MQTT

CoAP

TCP

UDP

@ TpaHCNOPTHbBINA YPOBEHb

Mopenb B3anmoaeucTBus

Publish-Subscribe

Request-Response

HapgexHocTb QoS 0: Delivery not guaranteed Confirmable messages
QoS 1: Delivery confirmation Non-confirmable messages
QoS 2: Delivery double confirmation
Be3onacHocTb TLS/SSL DTLS




Non-IP Data Delivery n Service Capability Exposure Function
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Non-IP Data Delivery (NIDD) - MexaHu3mM ontMmMusauum nepegayvym Masnbix
00ObeMOB OaHHbIX.

Service Capabillity Exposure Function (SCEF) - dpyHKUMOHANbHbIN 3NIEMEHT
CETU, pa3BEPHYTLIM Ha CTOPOHE onepartopa cotoBon cea3n. ObecnevnBaeT
KaHar KoMMyHuKauum rnpu obweHum c yctpomncteom rno NIDD.

\
7 = N IP Packet Conversion
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NB-loT eNodeB Core Network Closed Network loT Platform
NIDD Compatible (Base Station) Equipment
Device

Non-IP With IP

End-to-End Secure Communication
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}T Backend. ba3bl AaHHbIX
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basa gaHHbIX — 9TO Nporpamma, KoTopas No3BonsAeT XPaHUTb U
obpabaTtbiBaTb MHOPMALMIO B CTPYKTYPUPOBAHHOM BUAE.

PenaunoHHbl

SQL

penauuoHHbie CYb/]

HepenaunoHHble
NoSQL

ey

rpadoebie

HONOHOYHEIS i ;

[BOKYMEHTO-

KNKOY-3HavYeHHe DPNEHTHPOR IS
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: OLTP (On-line Transaction Processing) y4acTtByeT B paboTe KOHKPETHOW
@ cuctembl. OLTP xapaktepusyetca 60fblUMM KOSIMYECTBOM KOPOTKMX oOn-line
TpaH3akumn. OcHoBHOW ynop B cuctemax OLTP genaetca Ha O4YeHb ObICTPYIO
00paboTKy 3anpocoB, nogdepXaHue LUenoCTHOCTM [daHHbIX B cpegax C

MHOXeCTBEHHbIM [OOCTYNoOM W SCIDCbeKTI/IBHOCTb, N3MepAaemMyro KOJIN4eCTBOM

O TpaH3aKUMN B CEKYHAY. @
W\ g

| MySQLm ‘ mongoDB ) L%
LA cassandra e
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Backend. ba3bl aaHHbIx OLAP
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OLAP (onepaTtuBHasi aHanmTndeckas obpaboTka) MMeeT Oeno C UCTOPUYHECKUMMU
OAHHBIMW UNN apXMBHbIMK AOaHHbIMKW. OLAP Xxapaktepusyetca OTHOCUTESTbHO
HMU3KUM ODBEMOM TpaH3aKUuMK. 3anpocCbl YacTO OYEHb CIIOXKHblI U BKIOYaloT
arperaumto.  Ona cuctem OLAP BpemMsa OTKNMKa dBNsSieTCA  Mepown

9(PPEKTUBHOCTMW.

ClickHouse
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b Ouepenb coobuweHnn (Message Queuing) - IO ansa nepenayn coodbLeHNN

MeXay pa3sfindiHbIM NMPUSTOXKEHNAMN

. §kafka RIESES BRabbit



j }T Backend. Cuctema obmeHa coobLueHnsamm (ovepenb coobLeHnI)
o/ 000 00O

5

Publisher-Subscriber

[Subsc:rihmj
msg |
[Pubhshe\ msg msg | {Subscnhea

) msg | @

\ [Subs::rihmj :

T

Subject




j }T Backend. Cuctema obmeHa coobLueHnsamm (ovepenb coobLeHnI)
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Queue-group

(Subscrihea
msg 2

msg | {Subscrihenj
msg 3
ESubscriheD @

[Pub]ishe:j msgs 1.2.3
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Request-Reply

| @ (Suhscriber)
msgl. yr
.. msgl -{Suhscriherj

msg |
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CepBunc 06paboTkm gaHHbIX - OHA UITN HECKOJSILKO NporpamMmm, KoTopble
b 3aHMMalTCHA NOTOKOBOW 0OpaboTKoM AaHHbIX, 3anncblo B basy

OaHHbIX, pa3rpaHNYeHnemM A0oCTyna K AaHHbIM.
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] @T Backend. bubnuotekn ana Golang
'é/ 00O OO0

eclipse/
paho.mqtt.golang

plgd-dev/go-coap

Implementation of CoAP Server & Clientin Go

Issues @~ Stars = Forks

(ECLIPSE

DDDDDDDDDD

o

Go-kit
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3 PasBepTbiBaHME MPUMOXEHUSA - 3aMyCK MPOrpaMMHOro Koga Ha cepBepe B
@ KayecTBe CMCTEMHOrOo rnpoLiecca.
Ctaguu pa3BepTbiBaHUS NPUNOXKEHUSI:
1. YnakoBka nNpunoXXeHns B KOHTEUHEP
2. 3anyck KOHTenHepa/KOHTEMHEPOB Ha OOHOM cepBepe

O 3. 3anyck KOHTeMHepa/KOHTEMHEPOB Ha MHOXECTBE CepPBEPOB
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. /Dockerfile

— ./data:<wherever>

. 153 ﬂ&g»t mongodb

. . /Dockerfile
N 2

9 & backend
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task container

; | ;
. nginx. 1 [nginx:latest] :
service : j

available node

nginx.2 [nginx:latest}

""""""""""" available node
nginx.3 [nginx:latestJ 1

 availablenode /E

3 nginx
replicas

swarm manager
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Master

API Server

KOHTEWHEPOB

Node

<
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kubernetes
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Scheduler

Controller
Manager

Kubelet
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Docker

Node

Kubelet
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Docker
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%ThingsBoard
' Kputepuu ThingsBoard Community ThingsBoard Professional
[MpoToKosbl MQTT, HTTP, COAP, OPC-UA, MQTT, HTTP, COAP, OPC-UA,
Modbus Modbus
[Mepenaya gaHHbIX NB-loT, SigFox, LoRaWAN, NB-loT, SigFox, LoRaWAN,BLE
BLE(6a30BbI YpOBEHb) (MPOOBUHYTLIN YPOBEHD)
O CospgaHwue npasusn 0b6paboTku BasoBbIN ypoBeEHb [MpoaBUHYTBLIN YPOBEHD
| AaHHbIX (BU3yarnbHbIN KOHCTPYKTOP)
. YnpaBneHne ycTponcTtesamm bBa3oBbiv ypoBeHb [MpoaBUHYTLIN (FPYNNMPOBKA,
o MeTKW, rbac)
.
EDGE OtcytcTBYET OtcytcTBYET
JON
% | LleHa BecnnaTHoO 10-4009% B mecsL,
: .. - // * °
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Kputepui

lMpoTokonsbl

CospgaHue npasun
0bpaboTku (BusyanbHbIn
KOHCTPYKTOP)

Co3spgaHue npasun
0bpaboTkun
(nporpammHbIv KOA)

YnpasneHune
ycTponcTeammu

[1BOVHWK yCcTpouncTBa C
nocnegHUM COCTOSIHUEM

EDGE

Llena

AWS

HTTPS, MQTT, MQTT uepes
WSSS (websocket secure)

AWS loT Things Graph

npucyTCTBYeT

MpucytcTByeT

MpucytcTByeT

Cepsuc AWS loT Greengrass

MogkntoveHus+lepenava
coobLeHnn+lcnonb3oBanne
TEeHeWn n peectpa
ycTponcte+Mcnonb3oBaHne
cepBuca npasun

Azure Basic(loT Hub)

MQTT, AMQP n HTTPS

MpucytcTteyeT(loT Central)

npucyTcTBYyeT

MpucyTctByeT

MpucyTctByeT

OrcytcTBYyeT

625py6 B mecay - 400TbIC
coobLeHnn B AeHb

bopmbl ans loT. ObnayvHble cepBUCHI

Azure standart(loT Hub)

MQTT, AMQP n HTTPS

MpucytcteyeT(loT Central)

npucyTcTByeT

MpucytcrByeT

MpucytcrByeT

Azure loT Edge

1562py6 B mecsy, - 400TbIC
CcoOOLLEHNI B AEHb

Yandex cloud

MQTT n HTTPS

OtcytcTBYeT

npucyTcTBYyeT

MpucytcrByeT

MpucytcrByeT

OrtcytcTBYeT

58-72py6 3a 1MnH
coobLeHunn

.
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['oToBble Nnatdopmbl and loT. AnbTepHaTUBSI
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Open source anbTepHaTUBbI
¢ Mainflux: https://www.mainflux.com/

¢ Plgd cloud: https://plgd.dev/

CepBuc ans noctpoeHust peweHus loT B KpynHom obrake
4 Google Cloud Platform
¢ IBM
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Bonpockl 1 npeanoXxeHus:

S

CunszoBa KceHuga - iam@redbees.ru

YyaomHos Omutpun - chudinov.d@redbees.ru

.
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