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‘ ¢ M2M - npouecc obleHna mexay AByMs yCTPOMUCTBaMU Hanpsamyto, 6e3 ydyactma yenoseka (Machine to Machine)
¢ M2P - npouecc obuweHna mexay Yyenosekom n yctponcresoMm(Machine to Person)

® |loT - Industrial Internet of Things

4 NIDD - Non-IP Data Delivery

& SCEF - Service Capabilities Exposure Function
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j : OKOHeuYHble yCTpOVICTBa N NX KOMIMOHEHTDbI
/ 000 00O
: CocTaB ycTponcTsa:
- KomnnekTywouwme
@ - MaTtepuansl
Twurbl KOMMNOHEHTOB:
- OneKkTpomMexaHun4eckme
- [laccuBHble

- AKTUBHbIE
/j - MHgukaTopbl 1 3NeMeEHTbI NUTaHUSA

[TponssoguTenu, napameTpbl (CPOK XU3HU U ApP.), 3aKymnka, rnandxaku
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Kputepumn ob3opa
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-  Paboumne yacTtoThbl

- Tononoruun cetu

- OCHOBHble (PYHKUMN

-  OTHOCUTEenbHada AanbHOCTb CBSA3N

- OTHOocuTenbHoe notpebnexHue

- OTHOCUTESNbHAas CKOPOCTb Nepeaayn AaHHbIX
- besonacHocTb nepenayvn gaHHbIX

- OTHOCUTENbHAas CTOMMOCTb KOHEYHOrO y3na

-  OTHOcuTenbHaa ctommMmocTb bazoBon cTaHLMK
- [lNpeactaButenu NocTaBLLNKOB
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j }T TexHonoruum loT
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Local Area Network (LAN)

/ scees0

Global Area Network

LPWAN (license) LPWAN (unlicense) collular

| WiFi NB-loT LoRa 5G
Bluetooth (Mesh) LTE (Cat.M1) Ctpux e
BLE BasuoTt 3G

@ Thread SigFox oG

. 6LowPAN

E ZigBee

\ RFID/NFC

@

Oeeeoe /



-

j %T PacnpeneneHue no 4yacrtotam

0/ 000 00O
COTOBaS CBS3b CoTtoBasd cBA3b WiFi 5.5 Tru
b RFID HF 13.56 700/800/900 My~ 1800/2100/2600
MI(NFC) My
- RFID LF 135 kI'y ISM 433 MI'y ISM 868 MI'u Bluetooth, WiFi
' (RFID UHF, (RFID UHF, 244 TTu
N LPWAN) LPWAN)
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j ;| Radio Frequency Identification
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Cuncrtema cocTouT N3 METKU U cyHnTbliBaTeElld, MEeTKa COCTOUT U3 aHTEHHbI U

b NHTErpanbHON CXEMbI.

MoryT ObITb NACCUBHBLIMU U aKTUBHbIMW METKaMU
LF anana3oH - 135+ 15 kl'y - 10 cm

HF gnanasoH - 13.56 MI'y - 1m
O NFC - 13.56 MI'4, 5-10 cm, noanoepxuvsaet P2P

UHF gnanasoH- 433 MI'u n 868MI 4, 1-10 m naccuBHble, 1-100M akTUBHbIE Q
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j Radio Frequency ldentification
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AHTEeHHa

Yun



j Radio Frequency ldentification
/

OO0 00O

5




j | LPWAN
>~ 000 000

- Cucrema coCcTouT U3 akTUBHOW METKU U 6a30BON CTaHUMN, METKa COCTOUT U3
b KOHTponnepa, Moaynatopa, aHTeHHbl + nepudgepus.

[[naBHasi 0COOEHHOCTD - yBenn4yeHne aanbHOCTM 3a c4eT OonbLUEen MOLLHOCTU
curHana, obpatHas cTopoHa - H13Kasi NPonyckHas CrnoCOOHOCTb.

LOanbHocTb cBA3n 0o ~10 KM, 3aBUCUT OT 000pyaoBaHuUS.
O 70% pbiHka - LORaWAN n NB-I1oT.

CyLLIECTBYIOT CETM C Y3KOMOMOCHOW MOoaynsauuen 1 LUIMPOKONONOCHOW Moaynsauven
. CUrHanos.

~. CkopocTtb nepegayn ot 100 6umTt/c oo 50 kbuT/Cek



j/ OO0 00O

e LLUnpokononocHas (LoRa) u yskononocHaa mogynaumsa (SigFox, Ctpux)

LLiInpokononocHas

Y3kononocHas

KaHanbl no 125 nnn 250 KMy

Kananbl no 100/200 My

O 30-50 kbut/c

50/100 6ut/c

[lanbHOCTb CBA3M NnPMMEPHO OaANHAKOBaA

MNoTpebneHne NpUMepHO OAMHaKOBOE




j LPWAN
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-SIGFOX

One network A billion dreams
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Bluetooth
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/
Advertising n Connect pexxnmbl paboTbl

b HoBble oyHKUum - AoA, AoD, LR(CodedPHY), 2M dpunsuka
[JanbHocTb 20-80Mm
CkopocTu nepenayn B 125 kout/c; 250 kbut/c; 1MouTt/c; 2MbuT/c

3 cnyebHbIX KaHana n 36 kaHanoB Ans nepegadn gaHHbIX



j | Bluetooth
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' | AoD Method
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YactotbiB2.44 [Tund5I1Tu
b CkopocTtb oo 30 'out/c

OueHb bonbLoe NoTpebneHne, NCNosb3yeTcs B CUCTEMAX C BHELUHUM
nMTaHnem

XopoLo cTaHA4apTU30BaH, Ha pblHKE MHOXECTBO Npon3BoaAnTENEN, MOLEMbI
O KOTOpPbIX paboTaloT npeackasyemo
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WLAN
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802.11ac

Wireless Access TV White

for Vehicular Spaces
Environment
(WAVE/DSRC)

Very High Throughput, <6 GHz

Very High Throughput, 60 GHz




Mesh. ZigBee
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Wi-Fi, Bluetooth
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ZigBee, Thread
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Mesh. ZigBee
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CeAsb TMna «mesh»
Ces3b TMNa «3Be3ga»

KoopauHatop /FFD
Poytep/FFD
KoHeuHblit y3en/RFD

5 Konequ:ue ysnbl, 06bI4HO
_ b6atapeiHble

<>

-/



] Mesh. 6LowPAN. Thread
/

OO0 00O

\QL} Application
IP Routing =
6LoWPAN

IEEE 802.15.4 MAC
- IEEE 802.15.4 PHY
. | EEEG02IS4PHY
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j Mesh. Thread n ZigBee
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j ;| Mesh. Bluetooth
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Bluetooth Mesh Fan Bluetooth Mesh Bulb

Bluetooth Mesh M’
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O Smartphone Bluetooth Mesh Thermostat

Bluetooth Mesh Blind Control

N Bluetooth Mesh Bulb
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o ZigBee
“ OcHoBaHue 2003
NMpumeHeHun OcBelleHne, cHEeTYNKN

OcHoBHas vaes

MapuwpyTtusauus

NMopknioyeHne K o6naky

pPecypcoB, oMaLLIHAS
aBTOMaTM3aLUma

[MepBasa maccoBas s4yeuncTtad
ceTb

MonHas

LLinto3 ¢ npeobpasoBaHune
npoTokona

Thread
2015

[MpOMBbILLEHHOCTb U
KOMMepyecKue NpoayKThbl,
YHuBepcarnbHoe peLlueHue

IPv6

MonHas

['Pa@HWYHbIN LWIN03

Bluetooth Mesh
2017

OcBelleHne, nJoMallHas
aBTomaTusaums

Jlérkas nHTerpauma co
cMapTgoHamu 1 apyrumm
Bluetooth yctponctBamum

Ynpasngemoe HaBogHEHNE
CmapTdoH (BpeMeHHO) nnu

LLUNO3 ¢ NnpeobpasoBaHue
npoTokona
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Spectral efficiency

mv Environment Friendly
300 Mb/s -
: C:pxlft'y
100 Cost effectiveness
k . Kb/s 2 Mbys Intelligence
Y X10 X200 X4200 x30000 x100000 (?) .

1980°S 1990's
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LPWAN Ha 0a3e coToBbIX ceTeun
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j ;| [locToMHCcTBa U orpaHn4veHua NB-loT
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bonbLwon paguyc 4encTBUA U BbICOKasaA eMKOCTb CETU
b Hunskoe aHepronoTpebnenne (oo 10 ner)

CTtabunbHasa paboTa

JlnueHsnpyembin gmanasoH 4YacToT U Tapudbl

/j CyuiecTByloLlas MHppacTpykTypa

Hu3kas ckopocTb nepegavn AaHHbIX



j .| BapuaHTbl pa3sepTtbiBaHnUA cetn NB-loT
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GSM STAND ALONE

AAAAAARRLARARAAAAAARARANAN

200kHz
GUARD BAND

LTE LTE
200kHz

| INBAND

200kHz

O NB-loT
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CpaBHeHune Cat NB1 n Cat NB2

OO0 00O
Cat NB1 Cat NB2
3GPP Release Release 13 Release 14
Channel Bandwidth 180 kHz 180 kHz
UE Bandwidth 200 kHz 200 kHz
Transmission Duplexity Half Half
Max Tx Power 20, 23 dBm 14, 20, 23 dBm
Max Downlink data rate ~26 kbps ~127 kbps
Max Uplink data rate ~62 kbps ~159 kbps
Latency <10 sec -
Data Encryption EPS-AKA EPS-AKA
Device Authentication SIM SIM
Voice Support No No
Positioning Cell ID OTDOA, E-CID




j | KapTa nokpbITuUg
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4G/LTE 5G
3agepkku 30-50 mc 1 mc
CKopoCTb coeauHeHus 100 M6wut/c 10 '6uT/c
MNoakntoyeHns 10K 1000 K Ha 1 km2
Mo6unbHOCTb 350 km/M 500 km/M
|\ ApxuTekTypa Hernbkas ObnayHas
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45 Bands

Range 1 (FR1)

Frequency

FR1

Frequency
Range 2 (FR2)

0OHz

410 7125

MHz

MHz

Frequency
-

| |

24250 52600
MHz MHz

100GHz
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| MQTT
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CpaBHeHME NPOTOKOSIOB Nepegayn gaHHbIX
MQOQTT vs CoAP

j/ OO0 00O

MQTT CoAP
TpaHCNOPTHLIN YPOBEHb TCP UDP
Mogaenb B3aumoaencTeus Publish-Subscribe Request-Response
HapgexHocTb QoS 0: Delivery not guaranteed Confirmable messages
QoS 1: Delivery confirmation Non-confirmable messages
QoS 2: Delivery double confirmation
Be3onacHocTb Can use TLS/SSL DTLS
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il LwM2M
LwM2M Server EE Bootstrap-Server

________________ l- -I----------------J

-

Interfaces Interface

Client Registration Bootstrap

Device Management &
Service Enablement

Information Reporting

y.v

LwM2M Client

=

Objects
DEVICE

Efficient Payload
SenML, CBOR ...

LwM2M

CoAP

DTLS

UDP

IP

NIDD

NB-loT

Cellular Radio
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] ;' Non-IP Data Delivery
7

( “ IP Packet Conversion

‘=] NB-loT = =

NB-loT eNodeB Core Network Closed Network loT Platform
NIDD Compatible (Base Station) Equipment

/\j Device
L : Non-IP With IP

End-to-End Secure Communication
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Go to menti.com and use the code 7471 6326

Bonpockl 1 npeanoXxeHus:

Cunszoa KceHunga - iam@redbees.ru

KyponsaTtHuk AHTOH - kap@woodenshark.com
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